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1. DevSecOps
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1.2 DevOps

HEH(Development) + 2Y(Operation) = DevOps

- Cross Functional Team

- Widely Shared Metrics

- Automating Repetitive Tasks
- Post Mortems

- Regular Release ‘ ﬂ

Dev Ops

How to secure DevOps? | . {

https://algoteque.com/jobs/devops-engineer/



https://algoteque.com/jobs/devops-engineer/
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1.3 DevSecOps

DevOps + HQH(Security) = DevSecOps

- DevOps2| A ¥2i0| Eotut YAl 2|0
- MA|EE I, HIAE, UNX| SW lifecycle HEH0]| Ot

(=1
=
- HOI 2| A3 X|ASt HZEZ|IO|HA H|E ZH2inl 2L g2 o

https://geekflare.com/what-is-sysops-dataops-devops-aiops-itops/



https://geekflare.com/what-is-sysops-dataops-devops-aiops-itops/

1.4 Let's Shift Leftl

Shift Left

- HOt2E StageE IZOZ FI|XH
- I of SA|0f 2O XA = 2| O| RO X =5 -

Toothless

Security : Security Secure Incident
: Code Review
Requirements Assessment Deployment Response
Vulnerability
Management

Shift Left

SDLC
stages

Secure
Coding

Risk Analysis
Threat
Modeling

Static
Analysis

Penetration
Test

Open Source
Vulnerability

Dynamic
Analysis
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1.4 Let's Shift Leftl!

Why Shift Left?
- IS TAI0A XX 0| XSHo = HOF 0|l#5 TAOIA LIS 715
- Hokn} AHALM AtO|o| &S J|CHE & Q1S

- HOt 2| AAE HI} deepdtd specialet YLO 2 HiX| =~ AUS
-NE 28l 4E S8 KIS E 2Rl FI| L0 2150[Lt ZA CHS0] 80|
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2.1 Toothless

Naver Security?} 22t DevSecOps System

- DevOps 2tg0[A RS20 LHX|X] BeSE Bt E4 5 X152}
- GitHub enterprise 7|4t



DEVIEW
2021

2.2 Approach

0|H 7|22| $hj
AATE M BEM QIH £S2MHMEL M- O] A\|ARIS MX|/1% /MM sljofst,
HEO| A|AHIS =] 2 O|8li0F }= Ctx o] =x|

— - L [

7 @Al

1. 4|0|HQ| &2 Jljet I EE0| GitHub EnterpriseZ 0| 26}0{ 22| =

=> GitHub ¢0f| HI2 S& = U= e =2 A5 E[0{Of ST,
2. Mg 10| SEoIH 80 BOo{H

=> Repository0] Toothless& &-&ol= WHHO| 0 &2tX 0|11 2HHSHOF BiCY,
3. 7|&°| CI/CD Pipeline= siX|X| Q11 XfAAA =N Integration =|0{Of StL},



DEVIEW

2.3 Approach - Goal (1/3)

Continuous/Proactive Security Testing
- I THACIM AXIH 0| X|SX o= HOt O] #+F TA/CHSE o= UC{OF ohef,

Remove Security Issues Earlier
- JHE THAO] 22k AX|L|OPF FEIE|X] S50t FHRIXID} O]2] EOFE =+ U= Olsr= DI2| FOLAM

2733 4 Qlojof Bict

Security and Development in One Process
- @EIE O = I E 2 HOt0| E2 &0 B T 2MAZ EXSt=0, Shift Left§ Soll XIAAE

=L 11—
HOM S HEAZ = UO{OF T
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2.3 Approach - Goal (2/3)

Balance Between Security and Productivity
- Shift LeftE &3l 2HE THAIOAM 221 M2} O|R 0| X[ =M W2 JHZ Dt B =0|F J1%0F

of1 HObaf Makd A0S ¥ S I|ChE o= UOOF T,

Security Engineer Resource

- Shift Left?} £|H HOt 2| AAE HL} deepdt special?t QO 2 HX|g &~ = 2H0| IO,
HEXLSHZSH Zot= 2o |2 H O|wLt 2t ZLHT, Ho| 3iF S0 S 2T = &E =+ W
of{Of StLC}.

£

Compliance
- HOF OIS O|Lt ZA}, HEH ZAF S5 CHESH| fIshiA= 2HE 282l 215 X 0| East| 0|F ¢t

SH2 AE2R ZHoliE 4 AUO{OF otLf,
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2.3 Approach - Goal (3/3)

Seamless & Automation
- 7|1&9| CI/CD pipeline0| XA AZAH| SeHE|0] 74 2}H0j|M Xz O 2 SEISH{OF ST}

Simple & Clear & Actionable
- SEOHK| 510 ThedtMA HOot A3 Zapot WA JHEX2H ZoHE 211 OfHH i 8- SHOf 5t=X|

TR = AUO{OF ohLY,

Developer Friendly
- HEXPE 22| = HREY S 2| Ae5t= E4{0| X|0{0F STt

Multi-Language
- LISt S HO{E X|5HOF St
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2.4 Action Flow

Toothlesse| 2= S22 GitHub2t Y1A|E|0] XSO 2 0| 0{ Al
HLX2T Pull RequestE @ HSH= A0 repository0f| /= AATEO]| Lot F U™ M-S A|E
=M At GitHub| LHE 0|0 X| £ H|-&

-C.J- g <
(1) Pull /| 2 Deploy
e GitHub CD —
ﬂ —
an

Reposito
P .l ry =
o)
Developer | p
\  (2) (4) ,
. | @Q
(3) Static /" Analysis
(7) .. Toothless - = AlEE A
' ' (5)
.
° @ p— Dynamic
Dismiss — Analysis
or a—
correct SAST/DAST

report
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2.5 Easy To Setup

M1} AF20| 0§ ZHctst ' -

L. L.

Install security-checker

- GitHub App x| H[O|X|0j|A] 22| % OO 2 Jjs

. DevSecOps-Test Configure >
i Security >
GitHub App 4t security-issues >

D

security-checker “ B security-projct ;

Next: Confirm your installation location.

App for security check Developer
U R R [ S «» junyong-kang RGpOSItOI’y access
LT Crawe e e Uplond Bes  Fing e G webSite
ey T ) All repositories
o security-checker is provided by a third-party and This applies to all current and future repositories.
= mage is governed by separate terms of service, privacy
& mode policy, and support documentation. ® Only select repositories

)
)
)
)
)
S orthe a9 Select repositories «
)
' Selected 38 repositories
)
)
)
)
)

— P ) DevSecOps-Test/test X S

‘ 'i‘ —— '”‘"” g B DevSecOps-Test/testl X

’:‘ z : ; : & DevSecOps-Test/hopscotch X
P NDevSerOns-Test/aenerator-office X
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O~ bBa%9295 ~

v B8 security-checker-test

- =

P soive [ code security check
A Action Required Resolve [*

A code security check Resolve [ (® ran 6 days ago in less than 10 seconds
O~ b8a%295 DYy

A open source vulnerability check  Resolve [ P dev

> s =
— Make into Success

Summary

o 4740 0t 0|47 LRI USLICH
o High:0
o Medium:0

< LO\':’ = 4

M5 WE
o T security-checker-test

) M—-- Invalid parameter [Risk : Low]

LIS : regex 2| WA0f 2t S SIS BAY 1) B AlZHO

o (o 3AE:

re ([a-zA-20-9]) (([\--11[_]+)?([a-zA-Z0@-9

f (!re.test(cart.mail)){
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AR EL EE MY S Hardcoding £|0] = Bl HHE A3

(57 Conversation 0 ©O- Commits 138 P/ Checks 3 [2) Files changed 14

=N

O 9a7afle ~ ndate README .md

v B security-checker-test

P e s sensitive data leakage check
A Action Required Resolve [

A code security check Resolve [ (®© ran 6 days ago in half a minute
O~ y/atlo !
A\ sensitive data leakage check  Resolve [# P feature-1
Y= Make into Success
v open source erabilit eck
Summary
e 1749 20t 0|77 EALASLICE

o High:0
o Medium:0
o Low:1

NERTE

- 2
e _. security-checker-test

o LH{L : Potential Password Exposure [ignore this

« Iy 3E

937at1e

‘password’ ‘change’,
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& Conversation 0 O Commits 18 P Checks 3 [2) Files changed 1
x E O b02a9295 ~ odate README.md
*l-% EIO—I :éé E|-O | E E-| E| g 2 security-checker-test als
T resove [2 open source vulnerability check
E O ==l = A Action Required Resolve [
H X 0j| Cot CVEE 2015t =

I A code security check Resolve [2 (© ran 6 days ago in less than 10 seconds

O b0a9295 by

_I L
*l O Fx'l x H m H E E E A open source vulnerability check  Resolve [2 U dev
THEO =A T= |_|' |_|' -

A sensitive data leakage check Resolve [

Summary

o 1742] 2O O|47} WASIAELIC
o High:1
o Medium:0

o Low:0

M5 L&

o 2 security-checker-test
o MCVE-2019-5413 [Risk : High)
o CH4:morgan
o H{M:16.1

o % : An attacker can use the format parameter to inject arbitrary commands in the npm package

® https://cve.mitre.org/cqgi-bin/cvename.cgi’name=CVE-2019-5413
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33T AA HobH B

Open Source F2H HA 2a OIS

27 AOZ = 3| X[ ORL| X £ THE 0] repository LHG| EA5H0F =4 215

raly If{ 2 | X| oL X =28 OrE

Java Maven pom.xml

Java Gradle build.gradle

Javascript NPM (Yarn) package.json

Python PIP requirements.txt

Go Dep gopkg.lock, gopkg.toml
Go Modules go.mod, go.sum

C (C++) CMake cmakelists.txt

Ruby Bundler gemfile

Objective C (Swift) CocoaPods podfile.lock
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O Enterprise  Search or jump to. Pull requests Issues Explore

8 DevSecOps-Test / vulnerable-node-test Frivate DWatch v 1
<{> Code Issues 4 Pull requests 4 Actions Projects Wiki Insights Settings

F master ~ F 24 branch« O 0 tags Go to file Add file ~ m About

vulnerable node test
yeonhee-jeong Update app.js abdabcS 16 seconds ago V) 11 commits

.:— ‘,,..:_']H‘,A
attacks firstcommit 2 years ag e )
e|6 V Y] » i

bin firstcommit Z year:

images firstcommit ¢ years ag Releases

mode firstcommit 2 vears ag NG ol dbuiid
_rea W T

public firstcommit

routes firstcommit s

Contributors 3

sehwan-kim M2 [Beyond Securit

views firstcommit
) Dockerfile firstcommit : junyong-kang &8 (Beyond Secur
Y LICENSE firstcommit 2 years ag yeonhee-jeong & 8i[Beyond Se«

%  README.md firstcommit 2 year:

—'V - - o - - - - - N
n c Aate apon.is H 1 30
app.js Update app.| ' Languages
3 config.)s Upgaate config.)s £ yeals 4 S
JavaScript 78 8% ® EJS
' | St ) Te
docker-compose.ymi firstcomr < years ay Shell 1.8 ® CSS
» ® Dockerfile |
\ ququ,/ﬂ t reted mm 4 4 /|
u
package.;son firstcommit
) start.sh firstcommit 2 year
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2 o{Z 20|14 SX 24

L L

NE AMHO| HHELE|O] SESHL A= & 01=2[3H[0] 0] Ce 22k M3
>,

L. H=
= S Git repository?| Issuez A& | L&

I

oL

—

= Code @ Issues 45 Pull requests 1 ZenHub Projects 0 Wiki 1 Insights £ Settings
EXEM OX
O "M M O
3 . / A Edit
ol A1 SRS Ol hitoe Jathub-anpesecurty-checkerol £ 5101 Dynamic Analysis Result #144 | Newssue
ué}l 2| ZEE 82 repository0| security-checker App= AX|8|FMH| L. security-checker bot opened this issue 4 hours ago - 0 comments

*Fo AHE 2: B 2 Chy URLZ 7HE Mt{e] URLEH S53tA|7| BHEILICE
(2 MH{2] URLS SF3IE slie A|AH0| Cligt 2817 Wl E = ASLICL)
* FO| AHE 3 : 2|2 Oj|(0f|:test@naver.com) = dl HEE 1E(O:dl_naver@navercorp.com)2 & HAIX|E HEE £ QISLICL e security-checker bot commented 4 hours ago +@
* Z50| AFE} 4 : API SpecOfl M json = yam| I} LJO|| host/basePath 210| H|CH2 A& =|0 2/0{0F OPENAPI £410| AR o2 $SEIL|CE ——
(ol : "host: dev.naver.com”, "basePath: /api®)

Pipeline

No Workspace yet - Create One

25 712| 20t 0|77 & A E[ASLICH

Hiah Medi L Assignees
URL A .| URL (ex : https://dev.naver.com) / g edium ow -
2 6 17
0SS repo Z2 ;| OSS Repository path (ex : https:// /OrganizationName/RepositoryName) ——
e Repository : DevSecOps-Test/testl
AP| Spec Z2 :| Swagger YAML/USON page2| URL (ex : https://xxx/xxx/xxx.yaml) T
SH 24 the M7t H|B8H= APIO]| CHEt Spec.(Swagger/OPENAPI)O| QUCHH 3 URL 1= (A1) Fropecs
242|x} o|oy|Q : | Manager Email (ex : gildong.hong@navercorp.com,chulsoo.kim@navercorp.com) Heeyes
o BRGNS Code disclosure Milestone
A
HA} 27| .| 1240 ZAL N o LHL : Server Side ScriptE IHAISHA| U2 AL = B2 QI8 AATE - Z[ignore this] Ep———
o [HAl :
— =0 X & URL : Method : GET, Header

Cookie:TEST_SESSIONID=3ngd0fvi5gd4o3ruuqthl3a7j5; NB_SRVID=srv140717, Accept-encoding:gzip,
deflate, Accept;/, User-agent:w3af.org], Body Encoding : base64, Body :

o CHS e: 2= Server Side Script= & ME{7t YEH o2 e & UALE &ATA S5 273 AAet «x Unsubscribe

Notifications
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Customize Settings

HEXP2EXelof Hot= tl=E &4 2738 2hs o
// High & Medium & Low : 3

// High & Medium 7
// High &
B O HIE©S *x Hl Ad // Ofl) “ReportLevel * : 1
c|ZRS 2= FUYH YE 4-
— /] AAM0IA M2l 0 2| AE(string)
- BMQ|M N|elet ofl/C|HEd| AAX // & : full pathoilAf repository 0|2 0|2| Z¢ H2 2 ¢/
= M xlo b E El'x = A4 xd // O) "ExcludeDir" : ["src/test", "src/test2"]
— or =
H0M H2lE S8 BX = 2% /] 2ol RI2IEt TpY 2| AE(string)
- E StX ol H A&/ A [/ W& : I FE
= %I %!- Ol-xl- ]Il- = I_I- L —-II OI-EE ExC-DI // 6l) "ExcludeFile" : ["test_file.c", "test_file2.c"]

/] Aol M X|2fe §FX| & 2| AE(string)
/[ W& : §X| & 0|&S &F

// o) "ExcludeCheckRule" : ["Invalid parameter”, "Information exposure"]

[/ AAME =3 It &FX} 2| AE(string)
[/ hrj4a: Ot =YX} S
// ®fl) "ScanFileExtension" : [*.java", ".c"]




3.5 891 75 (2/3)

Ignore Warnings
2| L EIX] HOL FFXMO| known issue?HL}
QEQ 2 =4 2 ZENA H[2| Its

- Ignore XZ|ot O|F 5ES
CtA| ignore SiiA|St= Ak 2ts

kbbbl —oil| Code disclosure

L& : Server Side Script& L}IASHA| U2 AL C=H1=2 Qg AAIC ié[ignore this] I

CHA URL :

Cookie:TEST_SESSIONID=3ngd0fvi5gd4o3ruuqthl3a7j5; NB_SRVID=srv140717, Accept-encoding:gzip,

Method : GET, Header : [Host:

deflate, Accept;/, User-agent:w3af.org], Body Encoding : base64, Body :

[S ek0t: O E Server Side Script= € MH{ 7} HAX O 2 MHAISH 4= QI 2 SHEAIX S 2 MM, XHM| B

O Ol -

L2 of2j &3 xt1. http/,

security-checker
A toothless - code security c...

A\ toothless - sensitive data |...

/viewpage.action?pageld=315765917

A security-checker / toothless - ignored list successful 8 days ago in 17s

Resolve [#
ke Refresh

Resolve [# Summary

v toothless - open source Vu...

DETAILS

DEVIEW
2021
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3.5 87} 2|5 (3/3)

Merge Protection
Toothlesse| &M At = Enf6HX| 25t
24 g=20| UCHH Mergedt EIX| =S M O it sstomma

X ‘O_ toothless - code security check Action required after 13s — Summary Required JMSES
X Q toothless - open source vulnerability check Action required after 13s — Sum... REUULEY Detalls
X Q toothless - sensitive data leakage check Action required after 13s — Summary Details
v Q_ toothless - ignored list Successful in 13s — Summary Required TS

O Required statuses must pass before merging

All required statuses and check runs on this pull request must run successfully to enable automatic
merging.

Merge pull request ~ WYou can also open this in GitHub Desktop or view command line instructions.
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3.6 Toothless-Wing (1/2)

Toothless?| Issue Tracking System
- ToothlessO|A ZHEl Ol#+F AHS22 55 5 &
- 2P| /EA St 22 CHdet 2o s XIS

# of Total Projects : 6 / # of Total Issues : 29




Toothless?| Issue Tracking System
I+ =51t 2f 29

- HF
=

- 7
-

J

. L
L=l

TOOTHLESS-WING

PROJECTS

ACTIVITY

L PROJECT

47 test-project
test-project
test-project3
test-project3
test-project3
test-project3
test-project2
test-project2
test-project2
test-project2
test-projectd
test-projectd

test-projectd

ISSUES

TRACKER

Todo
Todo
Security Issue
Security Issue
Security Issue
Security Issue
Security Issue
Security Issue
Security Issue
Security Issue
Security Issue
Security Issue

Security Issue

027

test-project

test-project2

Security Issue

Todo

Hol
O]

SPENT TIME

STATUS

Pending
On-going
New Issue
New lssue
New Issue
New Issue
New Issue
New lssue

Re-detected Issue
New Issue
Ignored Issue
Re-detected Issue
New Issue
Re-detected Issue

Ready

AE
BL=

PRIORITY

Medum
Medium
High
High
Medwm
Low
High
High
Low
Medium
Medum
Medwum
Medium
Medium

High

CALENDAR

SUBJECT

test todo 4

test todo 2

test 4

test 3

test 2

test |

test 4

test 3

test 2

test |

test issue 4

test issue 2

test issue 1

testsetestset

test todo

=0}

Status:
Priority: Mediu
UPDATED PARENT TASK VULNERABILITY TYPE Assignee:
Detected datetime:
Re-detected datetime:
06/10/2020 06:07 AM o

06/10/2020 06:07 AM

ot dM(To-Do)=

42| LIS/

DEVIEW
2021

Added by Admin / Tc

06/05/2020 02:05 AM Open source vulnerabiity Description
06/05/2020 02:05 AM Source code vulnerability
06/05/2020 02:05 AM Sensitive data leakage (=) PrototypePollution
06/05/2020 02:05 AM Source code vulnerability . =

06/02/2020 10:59 AM

Open source vulnerabifity

execution or more seno
o 44 BE

PrototypePollution

© Unsanitized input flows fr

s 290, Updated at

Re-detected lssue

m

1f (cart[prop]
throw new

290

Cess A prog

ype Pollution

Error(

nerability

of this object by name. This may

Vulnerability type:

+ prop

allow a malicious user 10 access

+

source code vulnerability

methods (e.g. toString) as opposed

);

to regular properties of objects a

nd cause a crash, remote code

06/02/2020 10:59 AM Sensitive data leakage : [t J e
06/02/2020 10:59 AM Source code vulnerability

06/10/2020 09:40 AM Sensitive data leakage

06/05/2020 01:41 AM Source code vulnerability

06/05/2020 01:41 AM Source code vulnerability

06/05/2020 01:41 AM Sensitive data leakage

05/28/2020 06:50 AM Sensitive data leakage

05/26/2020 08:58 AM voe






H|0|H 2 27 AH[A B 2 O]

- MH|A S8, = ALE O, 23XH2| CI/CD Flow
- PR/Merge d%4, HIL 0|
- Secure Coding 112 ({8, ~AATALC H
-QFEAA HAFE HE, B2 A+ 0F
- N} 27} 2|2

- DevSecOps A &0 Clol | o = M

- DevSecOps? X|siEH £ 2 2 mol

DEVIEW
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4.2 GitHub 915

GitHub &-82| 7| = flow= 7[Rt 2 2| A%

- ArE 7ts¢h Hook2| 37

Admin

Developer

- Branch APl &% o I vk e
’ PUST Server hook (webhook)
one developer
LOCAL
AARE BM S ANE HOS Z2H 8t O e

M commito]| comment &£} Issue Bi 0|4 AHAM EX PRO]| review =7}, -
- Check EHOjl | E M -> GitHub App= S5lA] 2t (215 2XI)



4324 g8
et AHO{Ed SAST/DAST £ 2| A X]

epository0]| 21F H-E5|M HIAE
HE command line option, report ZLo4 29l

IO
[H
M |_>_
'“ I>
A

AF= 2 UUCH, B2 customizing 2HO| SHHE

—=1, Lo — -
Aol E0| e B AN H2 = {9

- Android App Code Scanner
- JavaScript Framework Code Scanner
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4.4 E'"EE ACI;AO.I 2021

12 =4 S0t X[ #of= 2| ILE &80

-2t Y| EE BONS TRAGHM Yot HEE XEA FE, SY ZWOE £

\

[t 2X

HTML TEXT JSON  CONSOLE Stylish  prose  EMACS [';"Oav'\',’;
Tool A O(default) X X X X X X X
Tool B X O(default) X X X X X X
ToolC O(default) X X X X X O X
Tool D O X O X O(default) X X X
Tool E X X O X O O(default) X X
Tool F X X O(default) X X X X X
Tool G O O O O(default) X X X X
Tool H X X X O(default) X X X X




4.5 Analysis Flow

Source Code ]

Analysis Layer 1

|

Language

Mobile
Application

e
W,

\

v

Web
Application

Standalone
Application

\

>

~,  detector

SAST for Mobile
Application

SAST for
Standalone
Application

A A A

SAST for Web
Application

Analysis Layer 2

|

Report Layer

Common SAST
Analysis

[

Sensitive Data Leakage
Scanner

]

p-

-

Vulnerable Code Scanner

-

Open Source Vulnerability
Scanner

DAST for Web
Application

Dev Server

Report Generator

GitHub Repository

Toothless-Wing

DEVIEW
2021



DEVIEW

4.6 Trouble Shooting (1/4)

NEX =L = Th=7| ONEAE] HREES 2|2t o))

S
- P8 8ot SR F SILIO|XL SAI0| 7+ O RE &
- 2 T O| 1R A QB RS Soll 2 Z=

- H|E H[AE, H4 2E 0|20

FIHO R AEE AEXZA}

- 20| T KIS AL J10|E H|B
- HSO|LE HOHAISE £ S 4 Y &7 O e

,/o Release Note of Toothless

. Any Question & Suggestion about Toothless

- N|OtASrS E5l Next item = IR
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| —

{2 Lt CHFSt AATEE => Of| AFSHX| 231 0f|2] BhAl

- 0¥ SrF = WHFX|X] @530 XpPA| 2L B
- CPU/Memory/Disk 2L|EE, 24 MH H alth check, Job count
- E0[ALS, ofl2] 4l A| i repository HEXI0H H2 AT Q78610 ZH HIAE

:: M l | ‘
1] I A.M { l i
011 | W M l|| M m ,» | Ll i 1 .




.6 Trouble Shooting (3/4)

epositoryl| B%

ository2| AL2= LA
EoLdold
22| 024=)

|22 e
1O

O =

iEEl ‘:::’ 32
- J|= A HeEnp &
1E AL | =8 RET &4

Develop #/

(Sl hyunseung-lee merged 3 commits into master from develop E& 23 hours ago

(%Y Conversation 0

Changes from all commits v File filter...~ Jumpto..~ £}~

v 20 WEEEE javascript/redmine_statistics_common.js [

DEVIEW
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210} w2 == =X T,
T A[ZIO] 20 F

Edit

- Commits 3 B Checks 0 Files changed & +1,343 -865 mEEN

0/5filesviewed (D [EETREIE Ry

) Viewed
@@ -364,7 +364,11 @@ function requestProjectName(project_id) {
async function getTotalProjectCount() {

var urlForTotalProjectCount = toothless_wing_url + '/stat/project-count/total’;
const response = await fetch(urlForTotalProjectCount);

+ const response = await fetch(urlForTotalProjectCount, {
+ headers: {

+ "x-api-key" : api_key

+ }

+ };

const data = await response.text();

console. log("data for " + urlForTotalProjectCount + " : " + data);

@@ -373,18 +377,26 @@ async function getTotalProjectCount() {

async function getTotalIssueCount() {
var urlForTotalIssueCount = toothless_wing_url + '/stat/issue-count/total’;
- const response = await fetch(urlForTotalIssueCount);
+ const response = await fetch(urlForTotalIssueCount, {
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6.1 Next Slogan

“ Developer-First Security “
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Developer-led Security Check
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Security Check in the Overall Development Process Step
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IDE Plugin
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6.4 New Features (1/2)

IDE Plugin
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6.4 New Features (2/2)

Variant Analysis
A FLE HX|F f2t variant analysis % oW



https://devblogs.microsoft.com/devops/microsoft-devsecops-static-application-security-testing-sast-exercise
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6.4 New Features (2/2)

Variant Analysis
A FLE HX|F f2t variant analysis % oW
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